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LEGAL FRAMEWORKS ADDRESSING 

CYBERBULLYING 
 

AUTHORED BY - SHEEBA SIDDIQUI 

 

 

Bullying is generally regarded as a purposeful, repeated, aggressive act that's carried out over 

time, with a power imbalance between the bully and the victim. Cyberbullying adheres to the 

same description but with the use of the internet and/ or electronic devices. The obscurity of the 

bully and their professed use of technology can beget the power imbalance while reiteration arises 

because different people can continually view the act over a short period of time. Cyberbullying 

takes multiple forms, similar as flaming, importunity, vilification, detraction, impersonation, 

spin, rejection, and cyber stalking.   Bullying (throughout the remainder of the paper, the term 

“bullying” will be used to cover both traditional and cyber forms unless it's explicitly stated  else), 

whether traditional or cyberbullying, has cerebral consequences for everyone involved, not just 

victims. Good is told by type, frequency, and duration of bullying. Being a bully is a threat factor 

for depression, anxiety, eating diseases, and substance abuse, whilst victims report high rates of 

tone- injury and suicidal creativity. Victims can witness long term health pitfalls, continuing into 

majority, indeed forty times after the experience has passed. Cyber victims have also been shown 

to have low tone- regard, high situations of depressive symptoms, and emotional and peer 

problems, whereas cyber bullies have demonstrated conduct problems, hyperactivity, and low 

pro-social jester. Bully/ victims are most vulnerable in terms of psychopathology, passing some 

of the associated pitfalls and participating the characteristics of both perpetrators and victims. 

The stronger influence of child essential characteristics makes it likely that rather than being 

unresisting victims, they turn to come bullies as well. For illustration, a child who's bullied by 

someone stronger may reply by bullying someone weaker to recapture their status and/ or tone- 

regard. Involvement in traditional and cyber bullying has also been related to the increased use 

of alcohol and medicines, which is a applicable threat factor that's associated with suicidal 

attempts and actions. There are therefore serious cerebral pitfalls for all involved, and the physical 

health of victims may be compromised due to stress.   Because of the below mentioned 

consequences, precluding bullying can reduce tone- harming behavior. Idsoe et al. argue that if 

children report being bullied they should be assessed for trauma related symptoms. Interventions 

are pivotal and “early discovery is central to the forestallment of (the) long- term goods”. Because 
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of the life of its impact, Sourander et al. argue that questions about former bullying gests should 

be included in consultations with internal health interpreters. Still, it isn't known how numerous 

people consult a guru, or, if they do, whether interpreters laboriously consider bullying in their 

consultations.   It's assumed that because of the strong cerebral pitfalls, those involved in bullying 

are more likely to seek cerebral help. In the United Kingdom (UK), General interpreters (GPs), 

as a first point of contact, should be suitable to honor verbal and non-verbal cues about bullying. 

The literature highlights ways in which GPs can do so, still guidelines about bullying for guru 

psychologists are limited. We'd argue that all healthcare interpreters should have applicable 

guidelines to bullying, and the void recognized by Dale et al. between exploration and its 

operation in healthcare systems must be remedied.   To diagnose internal health issues, and to 

give a common language for communicating judgments, psychologists use individual primers, 

similar as the Diagnostic and Statistical Manual and Mental diseases (DSM) and the International 

Bracket of conditions (ICD). Still, bullying is mentioned only formerly, as a criterion of conduct 

complaint, within DSM, and only one broad bracket exists in the ICD- 10. It's appertained to in 

five of the National Institute for Health and Care Excellence (NICE) guidelines (Social anxiety 

complaint (CG159), social and emotional good (LGB12), rotundity in children and youthful 

people (PH47), bedwetting in nonage (CG111), and depression in children and youthful people 

(CG28)), suggesting that bullying should be within the guru psychologist’s assessment. The 

guidelines for depression in children and youthful people (CG28) relate considerably to bullying 

as a threat factor of depression, pressing that the training of healthcare interpreters is imperative 

in recognizing the symptoms of bullying. Still, the overall reference to bullying in these 

guidelines, and in cerebral practice, might be limited and we don't know to what extent, if at each, 

guru psychologists are screening for bullying.   The literature highlights the need for farther 

exploration to explore how bullying is integrated into customer consultations. One of the objects 

of this exploration is therefore to explore the position that bullying is considered in interpreters’ 

practices and in the cerebral homemade individual tools. Fairly, on the other hand, there's no 

specific law addressing cyberbullying in the UK, despite the pressure to do so. Still, there are 

legislative vittles that are applicable to both forms of bullying. Section 49 of the 

Telecommunications Act 1984 is applicable when a communication is “obnoxious nasty, stag or 

menacing” and intends to beget “annoyance, vexation or dispensable anxiety to another”, whereas 

Section 5 of the Public Order Act 1986 focuses on which is “ hanging ,  vituperative or insulting 

”. In 2001, the vicious Dispatches Act 1988 was amended to include electronic forms of 

communication, and thus captures cyberbullying. However, the Protection from Harassment Act 
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1997 may be applicable, if on two or further occasions the conduct of the cyber bully amounts to 

the importunity of another. However, nasty, stag, if a public electronic dispatches network is used 

to shoot a communication that's grossly obnoxious. Eventually, the Defamation Act 2013 is 

applicable where a communication has “caused or is likely to beget serious detriment to 

character”. Still, execution can be brought under the Crime and Disorder Act 1998 and the 

Criminal Justice Act 2003, if the bullying is racially or religiously motivated. The responsibility 

of seminaries to help bullying is set out within the School norms and Framework Act 1998 and 

the Education and examinations Act 2006. Farther exploration is demanded to estimate if 

legislation is effective in precluding bullying, and consideration ought to be given to whether 

specific bullying legislation is a realistic and salutary measure.1 

 

CHALLENGES IN ENFORCING ONLINE  

HARASSMENT LAWS 

Cyberstalking includes the use of the Internet-mail, or other electronic dispatches bias to talk 

another person through draining or hanging. Utmost stalking laws bear that the perpetrator make 

a believable trouble of violence against the victim; others include pitfalls against the victim's 

family; still others bear only that the contended snooper's conduct constitute an inferred trouble. 

Cyberstalking shares important characteristics with offline stalking; its lack of physical contact 

may produce the misperception that it's more benign than physical stalking. Anecdotal and 

informal data indicate that cyber stalking is a serious and growing problem. Some law 

enforcement agencies have trained their labor force on this issue veritably many have 

concentrated attention or coffers specifically on the cyber stalking problem. Jurisdictional and 

statutory limitations may frustrate some agencies; the obscurity of Internet dispatches is another 

challenge. Technical police units have pledge in addressing cyber stalking. utmost major Internet 

service providers (ISPs) have handed an address to which druggies can shoot complaints of  

vituperative or  draining electronic correspondence; ISPs have  concentrated more on  aiding their  

guests in avoiding annoying online spamming. Both assiduity and law enforcement fete the need 

to cooperate more completely. In addition, victim service providers have developed their own 

informal support networks and instructional web spots to change information. All 50 States and 

the District of Columbia have legislated stalking laws. fresh conduct are recommended for 

                                                      
1Muthanna Samara, Vicky Burbidge, Aiman Asam, Mairéad Foody, Peter K. Smith,& Hisham Morsi, Bullying and 

Cyberbullying: Their Legal Status and Use in Psychological Assessment, National library of medicine, 24th. Nov, 

2017, pg: 1 
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houses, police and other felonious justice agencies, private assiduity, victim  backing providers 

and  lawyers. Added resource lists and recommendations for tone- protection online. 

 

 Victims of rape, domestic assault, other assaults, burglary, and thievery were canvassed 1 month 

after victimization and again 4 to 6 months latterly about the social, cerebral, fiscal, and physical 

goods of their victimization. Five scales of cerebral torture measured fear, anxiety, stress, dismay, 

and social adaptation. Information was also attained on previous life stress and victimization. 

Within a month of the crime, victims showed high torture situations for all measures. Torture was 

loftiest among victims of more severe crimes; women manifested further torture than men. Four 

to 6 months latterly, symptoms of torture other than fear had abated vastly. Torture was more 

pronounced among victims with advanced stress situations more pronounced among victims with 

advanced stress situations in the time previous to victimization. There was only slight 

substantiation that extremity intervention relieved cerebral torture. Counteraccusations are drawn 

for interpreters and experimenters. Supplements contain irregular data and study scales. 

 

Cyber security Measures in Online Protection 

Cyber security is how individuals and organizations reduce the threat of cyber-attack.  Cyber 

security's core function is to cover the bias we all use (smartphones, laptops, tablets and 

computers), and the services we access- both online and at work- from theft or damage.   It's also 

about precluding unauthorized access to the vast quantities of particular information we store on 

these bias, and online.  Cyber security is important because smartphones, computers and the 

internet are now similar a abecedarian part of ultramodern life, that it’s delicate to imagine how 

we would serve without them. From online banking and shopping, to dispatch and social media, 

it's more important than ever to takeaway that can help cyber culprits getting hold of our accounts, 

data, and bias. 

 

Role of Social Media Platforms in Prevention 

Social media refers to online social networking spots and is a broad illustration of Web2.0, similar 

as Twitter, YouTube, TikTok, Facebook, Snapchat, Reddit, Instagram, WhatsApp, and blogs. It's 

a new and ever- changing field. Access to the internet, social media platforms and mobile 

dispatches are all tools that can be abused to make health information available and accessible. 

This exploration aimed to conduct an introductory study of the being published literature on why 

to choose and how to use social media to gain population health information and to gain 

knowledge about colorful health sectors like complaint surveillance, health education, health 
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exploration, health and behavioral revision, influence policy, enhance professional development 

and croaker case relation development. We searched for publications using databases like 

PubMed, NCBI, and Google Scholar, and combined 2022 social media operation statistics from 

PWC, Info graphics Archive, and Statist online websites. The American Medical Association 

(AMA) policy about Professionalism in Social Media Use, American College of Physicians- 

coalitions of State Medical Boards (ACP- FSMB) guidelines for Online Medical Professionalism, 

and Health Insurance Portability and Responsibility Act (HIPAA) social media violations were 

also compactly reviewed. Our findings reflect the benefits and downsides of using web platforms 

and how they impact public health immorally, professionally, and socially. During our 

exploration, we discovered that social media's impact on public health enterprises is both positive 

and negative, and we tried to explain how social networks are aiding people in achieving health, 

which is still a source of important debate2. 

 

Future Directions and Recommendations 

People worldwide are largely engaged and attached with the web2.0 technology and Social media 

platforms. By the same commemorative, businesses start looking at similar technologies as 

effective mechanisms to interact further with their guests. Inversely, the affiliated issues of social 

media marketing have been also the focus of attention for academics and experimenters to expand 

the current understanding about similar marvels over the marketing area.  Consequently, the main 

end of this study is to totally examine and review the current studies that have conducted over the 

affiliated area of social media and marketing. By reviewing roughly 144 papers, the 

experimenters were suitable to  give an overview of the main themes and trends covered by the 

applicable literature  similar as the  part of social media on advertising, the electronic word of 

mouth,  guests ’ relationship  operation, and  enterprises ’ brands and performance. In this review, 

it has also studied the most common exploration approaches espoused to examine the affiliated 

issues of social media marketing. Farther discussion is also introduced followed by an explanation 

of the current review limitations and recommended directions to be examined by unborn studies.3 

 

 

 

                                                      
2 Sushim Kanchan & Abhay Gaidhane, Social Media Role and Its Impact on Public Health: A Narrative Review, 

National library of medicine, 13th. Jan, 2003, pg: 1 
3 Alalwan, A.; Rana, Nripendra P.; Dwivedi, Y.K.; Algharabat, R., Social media in marketing: A review 

and analysis of the existing literature,University of Bradford, 2017, pg: 10-12 
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INTERSECTIONALITY AND ONLINE HARASSMENT 

Intersectionality or Intersectional Theory is a term that was first coined by scholar and civil rights 

advocate Kimberlé Crenshaw. This theory seeks to examine how various social and biological 

categorizations like gender, race, class, ability, sexual orientation religion, etc. interact on 

multiple levels in relation to systems of oppression and discrimination. This happens because of 

various oppressions (e.g. racism, sexism, heterosexism, ableism), NOT the minorities groups 

themselves. 

 

By listening and learning from the experiences of survivors who hold different identities, we can 

create an inclusive and trauma-informed environment that is aware of the unique challenges and 

forms of support to best help a survivor. Additionally, recognizing different identities and/or 

communities when discussing sexual violence can help bring awareness, conversation, and future 

forms of support and prevention to our campus. https://share.stanford.edu/education-and-

outreach/learn-topics/identity-and-intersectionality. 

 

GLOBAL PERSPECTIVES ON ONLINE HARASSMENT LAWS 

Cyberbullying is bullying with the use of digital technologies. It can take place on social media, 

messaging platforms, gaming platforms and mobile phones. It is repeated behaviour, aimed at 

scaring, angering or shaming those who are targeted. Examples include: 

 Spreading lies about or posting embarrassing photos or videos of someone on social media 

 Sending hurtful, abusive or threatening messages, images or videos via messaging 

platforms 

 Impersonating someone and sending mean messages to others on their behalf or through 

fake accounts. 

 Face-to-face bullying and cyberbullying can often happen alongside each other. But 

cyberbullying leaves a digital footprint – a record that can prove useful and provide 

evidence to help stop the abuse. 

 

UNICEF: 

When bullying happens online it can feel as if you’re being attacked far and wide, indeed inside 

your own home. It can feel like there’s no escape. The goods can last a long time and affect a 

person in numerous ways. Mentally – feeling worried, embarrassed, stupid, indeed  hysterical  or 
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angry  Emotionally – feeling  shamed or losing interest in the activities it affects you love  

Physically – tired( loss of sleep), or  passing symptoms like stomach  pangs and headaches  The 

feeling of being laughed at or  wearied by others, can  help people from speaking up or trying to 

deal with the problem. In extreme cases, cyberbullying can indeed lead to people taking their own 

lives. Cyberbullying can affect us in numerous ways. But these can be overcome and people can 

recapture their confidence and health.  Being online has so numerous benefits. Still, like numerous 

effects in life, it comes with pitfalls that you need to cover against. Still, you may want to cancel 

certain apps or stay offline for a while to give yourself time to recover, If you witness 

cyberbullying. But getting off the Internet isn't a long- term result. You did nothing wrong, so 

why should you be underprivileged? It may indeed shoot the bullies the wrong signal — 

encouraging their inferior. We all want cyberbullying to stop, which is one of the reasons 

reporting cyberbullying is so important. But creating the Internet we want goes beyond calling 

out bullying. We need to be thoughtful about what we partake or say that may hurt others. We 

need to be kind to one another online and in real life. It's over to all of us! Utmost seminaries take 

bullying seriously and will take action against it. However, report it to your academy, If you're 

being cyberbullied by other scholars.   People who are victims of any form of violence, including 

bullying and cyberbullying, have a right to justice and to have the lawbreaker held accountable. 

Laws against bullying, particularly on cyberbullying, are fairly new and still don’t live far and 

wide. This is why numerous countries calculate on other applicable laws, similar as bones against 

importunity, to discipline cyberbullies.  In countries that have specific laws on cyberbullying, 

that designedly causes serious emotional torture is seen as felonious exertion. In some of these 

countries, victims of cyberbullying can seek protection, of communication from a specified 

person and circumscribe the use of electronic bias used by that person for cyberbullying, 

temporarily or permanently. However, it's important to flash back that discipline isn't always the 

most effective way to change the mindset of bullies. Occasionally, fastening on repairing the 

detriment and mending the relationship can be better.  Technology companies are decreasingly 

paying attention to the issue of online bullying. Many of them are introducing ways to address it 

and better cover their druggies with new tools, guidance and ways to report online abuse. But it's 

true that further is demanded. Numerous youthful people witness cyberbullying every day. Some 

face extreme forms of online abuse. Some have taken their own lives as a result. Technology 

companies have a responsibility to cover their druggies especially children and youthful people. 

It's over to all of us to hold them responsible when they’re not living up to these liabilities. 
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CONCLUSION 

Finally, it should be noted that the intricate problem of cyberbullying calls for a multimodal 

strategy that takes into account global viewpoints on online harassment laws, legal frameworks, 

cybersecurity precautions, enforcement issues, and the function of social media platforms. 

Bullying has been shown to have negative psychological effects on victims, offenders, and 

witnesses in both traditional and cyber contexts. These effects have been extensively studied. 

Various legal frameworks in different jurisdictions have attempted to address cyberbullying 

through existing legislation, such as the Defamation Act of 2013, the Public Order Act of 1986, 

the Telecommunications Act of 1984, and the Protection from Harassment Act of 1997, in 

recognition of the seriousness of the situation. Notwithstanding, obstacles continue to arise in the 

efficient implementation of these legislation, such as matters of jurisdiction and the dynamic 

character of cyberbullying. Healthcare professionals play a critical role in recognizing and 

resolving the negative effects of bullying on mental health, particularly general interpreters (GPs). 

Comprehensive guidelines should be provided for healthcare interpreters, especially 

psychologists, taking into account the long-term effects of bullying on individuals. Furthermore, 

it is crucial for early detection and intervention to ask about bullying experiences during medical 

consultations. Cybersecurity measures are essential for stopping cyberattacks and shielding 

people and businesses from threats that exist online. With the increasing integration of 

smartphones, computers, and the internet into daily life, it is critical to protect personal data and 

stop unwanted access. 

 

Social media sites provide many advantages, but they also have drawbacks, including the issue 

of cyberbullying. It is crucial to comprehend the effects of social media on public health, taking 

into account both the advantages and disadvantages. Understanding rules, like those established 

by the Health Insurance Portability and Responsibility Act and the American Medical 

Association, is essential to navigating the moral use of social media in the medical field. When 

addressing online harassment, the intersectionality lens highlights the importance of taking into 

account different social categories. Understanding the intersections of gender, race, class, and 

sexual orientation with cyberbullying experiences enables a more trauma-informed and inclusive 

approach to supporting survivors. 
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